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Figure 1.5. Allen Bradley — Modicon 084
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Figure 1.9. Programming languages IEC 61131/3
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Figure 1.10. Safety instrumented system (SIS)
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Figure 1.11. The position of the SIS in terms of protection level



Figure 1.12. HMI on PC

Figure 1.13. Dedicated unit for HMI
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Figure 2.1. Typical ICS architecture
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Figure 2.12. Data packages
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Figure 3.7. Different types of impacts



Severity

1 2 3 4
Likelihood

Figure 3.8. Risk matrix or heat map

Data/physical process

Applications

Computers
Network

Perimeter

Physical access

Organization and human aspects

Figure 3.10. Defense in depth



ISO 27001 : Context of the organization
ISO 27001 : Leadership

Information
security

requirementsand
expectation

Establish the objectives
Establish the ISMS
1S0 27001 : Planning

Maintain and Improve the
ISMS

1SO 27001 : Improvement

Implement and operate
the ISMS

1SO 27001 : Operation

Monitor and review

the ISMS

1SO 27001 : Performance
evaluation
ISO 27001 : Support

Figure 3.11. Continuous improvement PDCA and ISO 27001:2013

Attack
vector /;
Vulnerability
Source of threat

Figure 4.1. Vector of attack and vulnerability



Business

- Relay fi
&4 Vulnerability t:ea;tt:;k Vulnerability Damage

Primary
attack

Damage Vulnerability Damage

Figure 4.2. Primary and secondary attacks

Target of attack

Control (relay)
servers

AN

&/

Attacker

Figure 4.3. DDoS attack by a botnet



Main program

int a = 5; l
int b =
fune (a,b) ;

void func(int a,int b)

{

}

int n=1;
char buffer[4];

SP

10;

SP

Program Program

Figure 4.5. Attack by buffer overflow

y 3
v

Web server

Victim 1 1
&/

Attacker

Figure 4.7. MitM attack



¥ Others

© Chemical

'~ Commercial facilities
Nuclear reactors, material & waste

= Information technology

 Healthcare and public health

m Transportation systems

= Unknown

m Government facilities

= Water

m Energy

m Communications

w Critical manufacturing

Figure 4.9. Sectors affected by attacks



Vulnerability

Component Support
With malicious Maintenance
Phishing Malicious software =

USB key * ﬁ ™ #

i 4

* ¥
8 ZYS:;:::; LYY

Corporate Network

: Historian
=
R B3
o " MES
G &
Plant Network
Engineering
Supervision station

SCADA server

o
oy

Control Network

BPCS

Malicious
Insider

Support
Maintenance

Potential target of attack Element limiting access or with
(elements to be damaged) authentication to by-pass)

Potential source of attack
(malware creating damage)

Figure 5.3. Attack surface of an ICS



Informa)for T Dty Bccess 10 your system?
ACCRSS Bgreements InCuOE NONGSIOSUre. 236
agreements, acceptable use agreements, res (oo}
of behavior, operamional or service evel Category
agreements 10 confitof-mterest Penrorce e
apreements.

SALLeve  low

Are approprate sgreements fraliced belore sccess s @) ) O (

granted. inchading for thed partes and contractors? Standard Specific Requirement

compionns o

2 e accans sekore sccens 3 graveed Ths reaurement

2 Ars access agresments pariodicaly reviewed and @ O O (|sorertosn sames, mcnding v parses snd contracton,
updated wh regre access o the contro: e The organiaten

3 Ave formal contractual and confdentiaity agreements

established for the exchange of information and sofware @ @ © (| Source Documents
between the crganzation snd externsl pates” | Documers Tze

[ —ro—
Aacoss Cafermamen |fenterts Devwinmens ver 2

4 Dows the system enforce assigned suthorzatons for ( Help Doc
umants
controling slecronc acces o e syviae? ®0O0 ’_z'e,m ents

(o)

S Are specific user actions that can be performed on the
system without identfication o suthentication identied @ O O (
and documented?

6 Are actions to be performed without dentiicationand .

? . P

Hep  Documents

Figure 5.6. Answer to CSET questions screen




& Greenbone Security A.. X | #

localhost 9392/omp?cmd=get

L

tes= | & |[Q Search ]
www.hackingtutorials.org

Greenbone
Security Assistant

~ Report: Results [l 1 - 100 of 130 (total: 262) BE BE N2 ¥

everity result_hosts_only

min_css_base= min_qo| (& [ (&

i i 1

‘ Fiter: [Sort-revers

ProFTPD Multiple Remote Wulnerabilties 80% 192168.111.130 21fcp

Possible Backdoor: Ingreslock O EEDUCTINE 99% 192.168.111.130 1524ftcp

ProFTPD Multiple Remote Vulnerabilties MEUCICIIN 80% 192.168.111130 2121fcp

X Server DTN 80% 192.168.111.130 6000/tcp

distce Remote Code Execution Winerabiltty EEICTINEN 99% 192.168.111130 3632Rcp

SSH Brute Force Logins with default Credentials TN 95% 192.168.111130 221cp

MySQL weak password TN 95% 192.168.111.130 3306ftcp

PostgresqL weak password EECICTUNEN 9% 192.168.111130 5432fcp

PostgresqL Multiple Security Winerabilties SN 80% 192.168.111.130 5432ftcp

vsftpd Compromised Source Packages Backdoor Winerability [ MESEAXCITUNEN 99% 192168111130 21ftcp

ProFTPD Server SQL Injection Wilnerability UM 75% 192168.111.130 21fcp &8
phpMyAdmin Code Injection and XSS Wilnerability EEEEICTUNEN 75% 192.168.111.130 80ftcp B
phpHyAdmIn BLOB Streaming Multple Input Vlidstion AT 75% 192168111130 S0RGH =]
phpMyAdmin Configuration File PHP Code Injection Wuinerability 75 (i 75% 192168.111.130 80Mcp
:l::i-rcnsel‘-g?ssa%;e;:;sh\{:;?eubm(ywhenpars\nqquerysmng () EEEZIZIEE S5% 192168111130 80Rcp

phpinfo() output accessible O EEEEGIUNE 80% 192168.111.130 80Rcp

ProFTPD Server SQL Injection Vulnerability IO 75% 192.168.111.130 2121ftcp =1

Figure 5.7. Example of OpenVAS analysis



er Security Framew

Identify Protect Detect - Recover
Anomalies and
Asset Managemen Access Control Recovery Planning
Events
Business Awareness and Security Continuous
. - P Improvements
Environment Training Monitoring

Info Protection
Risk Assessment Processesand
Procedures

Risk Mana| t
gemen Maintenance
Strategy

Detection Processes Communications

Protective
Technology

Figure 6.4. Structure of the NIST framework



IDENTIFY

PROTECT (PR)

RESPOND (RS)

RECOVER (RC)

Asset Management

Business Environment

Governance

Risk Assessment

Risk Management Strategy

Supply Chain Risk Management

Identity M sthentication and Access Control

Awareness and Training

Data Security

Information Protection Processes and Procedures

Maintenance

Protective Technology

Anomalies and Events

Security Continuous Monitoring

Detection Processes

Response Planning

Figure 6.5. Structure of the NIST Framework




Criticality of the system

Level 3 measures

Level 4 measures

Figure 6.6. Gradual approach

Class

Display

Functionalities

1 2 3 a4+

Connectivity Likelihood

Figure 6.8. Matrix to determine exposure level and class



15A-62443-1-1

©
3 Master Glossary of
@ System Security SecurityLife Cycle
& Concepts and Models Terms and Compliance Metrics and Use Cases
$ Abbreviations
& /s

g
“ ‘q_. ISA-62443-2-1 1SA-62443-2-3
w5
Q T Requirementsfor an Patch management " Implementation
— 1A
S O IACS Management Protection levels in the 1ACS . ns—— guidance for IACS
o— Solution Providers
5 8 System Environment assets owners
[ &) e
E 1SA-62443-3-1 ISA-62443-3-3
= securityTechnologies Security Risk System Security

1A

& TBHIAGS System Design Security Levels

M

15A-62443-4-1

Product

15A-62443-4-2

Technical Security

Requirements

\7 Approved

for

IACS Components

=) published

4 In development @ Under review

Adopted

Figure 7.4. Structure of the IEC 62443 (7/2018) standard




Protection against intentional violation using

Protection against intentional violation using
sophisticated means with moderate resources, 3
IACS specific skillsand moderate motivation
R

Protection against intentional violation using
simple means with low resources, generic skills 2
and low motivation

Protection against casual or coincidental
violation

Figure 7.7. Security levels



Enterprise

SIS

Figure 7.9. Example of division into zones and conduits



Level 3
Defined
(Practiced)

Figure 7.10. Maturity levels

Security te.cr‘mc!cgies ! ) Checklist for analyzing
(authentification, Risk analysis methodology the SL of a system
firewall, etc.)

E ISA-62443 -3-1 ISA-62443 -3-2 ISA-62443 -3-3

g Security Technologies EETy IS Systensecity
g Y e Assessment and Requirements and
A £ System Design | seityevels

Similar approaches
1SA-62443 -4-1 1SA-62443 -4-2
to the system

Product Technical Security i
i for P

Requirements IACS Components

Checklist for analyzing a component’s SL
(material, software, etc.)

Development rules of a
component

Figure 7.12. Component and system level documents



Severity or Impact

Risk Matrix

| Moderate

Tolerable

1 2

Likelihood

Severity or Impact

5|SL-T=2 |SLT=3

4| SL-T=2 |SL-T=3

3|SLT=2 |SL-T=2

SL-T=2 |SL-T=2 |SL-T=3 |SL-T=3
SL-T=2 | SL-T=2 |SL-T=3
2 3 4 5
Likelihood

Figure 7.13. Determination of SL-T from the risk matrix

Tolerable Risk=4

Tolerable Risk=4

Risk

CRRF

SL-T

0,25

0

0,5

0,75

1

1,25

15

1,75

2

2,25

2,5

2,75

3

3,25

3,5

i 9 1 ) = I E L R

3,75

wlwlwnIn v e == lo|lo|lo

Figure 7.14

Risk CRRF

T

4

4,25

4,5

4,75

5

5,25

5,5

5,75

6

6,25

w
EN B R N P R P P P LV L

. Determination of SL-T with CRRF



Alarms and human
intervention

Process design

Figure 8.12. Independent Protection Levels (IPL)



IPL1 IPL2 IPL3
Initiator T o
event Ok Safe situation
Ok
Unwanted, but acceptable
Failure ok
Unwanted, but acceptable
Failure
Failure Damaging albeit with

unlikely consequences

Figure 8.13. IPL and risk management

Workshop 1:

Framing and
security
base

\

\\ —

Workshop 2:

Sources
of risk

\
Ecosystem

Workshop 3:
Study of strategic
scenarios Workshop 5:

Risk Treatment

Workshop 4:
Study of operational
scenarios

System

)
Appreciation of risks

| Operationalcycle ®=mmmm

EmmmEEER Strategic cycle

Figure 9.4. Steps of the EBIOS method



Likelihood

Minimal Significant

Critical

To be tackled
if possible
P3

Major

Severity

Moderate

Maximum

o Tolerable
Insignificant

Figure 9.5. Risk matrix

Core assets Feared event Security Impacts Threat sources

L s
requirement (likelihood) (severity)
Supervision Tampering of 3. Integrity | Supervision screens out | Internal human 3. High 3. Significant
measured data of step with real values |  source, with
malicious intent

and limited

Uncontralled capabilities
production

External human
source, with
malicious intent
and limited
capabilities

Figure 9.6. Example of an EBIOS analysis table




Likelihood P
E|D|c|[B|A

4 - Catastrophic

g 3 - Major
[
2| 2-Moderate |
wv

1- Minor

Level L|P
L=1or- L=2 L=3 L=4
Likelihood P Likelihood P Likelihood P Likelihood P
D C B A E D C B A E D C B A E D

Severity

4 - Catastrophic

3 - Major

2 - Moderate
1- Minor | |

dlll-l

Figure 9.9. Classic risk matrix (top) and scope

Server room Historian Patch management,

antivirus

o

Inventory
Business management

Network

Control room

Engineering
station

NEN0)

Production unit 1 Remote Storage Unit 2

Figure 10.1. Example of physical mapping



Business

Network
Patch Management

MES  Historian antivirus Inventory

g management

Supervision Engineering station ~ SCADAserver OPC server

) “O

(< )

Modbus

SIS (@)

S

Figure 10.2. Example of logical mapping



I.z- Pmcapner ooty

e b

Bosdcom Netkreme Gout et rver + || @ Stat | 4 510

> 1000080 semih
> B 1521600024 Qe
> B 1521685024 Geris)

- e ke

O e et
B —
G i g o o

o G g s ompn

ey me ot o o s
o s oo st
ot s s i

[Fpen Gopn P G st o 87518 |

Figure 10.3. Grassmarlin screenshot

Enterprise Systems (Engineering,
Business Planning and Logistics)

Data and
Applications used by

ERP o Web server,
E-Commerce
MES  Historian Application
server
Application
server

b

Engineering station SCADAsserver

S 1

Operations / Systems
Management

Supervisory Control

Site Monitoring &
Local Display

Control Network W .

Basic Control

Figure 10.4. Architecture with a DMZ



Enterprise

ol nternet/WAN

Engineering station

Figure 10.5. Example of division into zones and conduits




OPTICAL OPTICAL DIODE OPTICAL

NETWORK CARD NETWORK CARD
IMPOSSIBLE
| INPUT OUTPUT -

Figure 10.6. Principle of a data diode



Level 4

| ERP
N N
~\v."
X ; N
e o ° File Server
S
Ry Web server,
N E-Commerce /
Historian N
/Level 3 - | Firewall \
< N
N Inventory
N Ry ? management, patch
N N management, antivirus
Ry
\DMZ MES & Y,
. ~ D
Level 2 :\i Firewall s
Q‘ y < Y orc

<

Engineering
station

\

Client/server

g g Scada

server/

(L

evel 1

Datadiode

Industrial
Firewall

\

& ©

é ﬂ%ﬂ -Iél ¢

Figure 10.7. Example of an architecture with data diode,

firewall and industrial firewall



sensors N
S§g
Web server
/\
)
Mail server
Figure 10.8. NIDS
&
3 “_HIDS
Web server _“agents
N ¥
S
Mail server

HASS

HIDS agents

Figure 10.9. HIDS



—
Knowledge

(model)

or/and

Figure 10.10. Structure of an IDS

SCADAHMI
SCADA
server
% % IDS server
E »
= |
SISPLC BPCS PLC

IDS probe

loT sensors

Figure 10.11. Structure of an industrial IDS



Anawysis EnviRONMENT RepORTS. CONFIGURATION

oveRviEw.

°
DECUTVE | TOKTS  SICURTY  TAXONOMY  VULNERABLTIES  COMPLANCE 7 0O X
stcumm TS ToPS A @17 = secornenomcons @ = ToPorRACTVTY W YoUR BYVRONMENT 611
1%
% m‘?_
owen
" gt
o ...mx-
.. = =
WitV oGsmenTs @1 = a = ar
—F AT s
=
— vy pou
—
— Soneot
— (= Ty
—
S0 ‘escorsn
= AR 05

Figure 10.12. SIEM screen

SoC with Security Element

I |

Figure 10.13. SoC with security element



NIST Cyber Security Framework

Identify Protect Detect Recover
Anomalies and .
AssetManagement Access Control Recovery Planning
Events

Business Awareness and Security Continuous
. L T Improvements
Environment Training Monitoring
Governance Data Security Detection Processes Communications

Info Protection

Risk Assessment Proce and
Procedures

Risk Management .
& Maintenance

Strategy

Figure 11.1. Structure of the NIST framework



Data/physical process
Applications
Machines

Network

Perimeter

Physical access

Organization and
human factor

Figure 11.2. Defense in depth

Active defense Adaptive defense

- Learning from attacks to
design and implement new
measures

- Incident monitoring
- Analysis and response

>

Figure 11.3. Different levels of countermeasures



Identification Defense in depth Detection Response Recovery

13. Implementan ) 1'5~53tUP &
incident detection incident handling

system (IDS, SIEM) Rlaniandianilent
chain

14. Set up security
monitoring (patch
management, audit..)

7. Secure network

8.Secure off-network
exchanges

9.Secure stations and
equipment

10. Secure data and
configurations

11. Secure user access

[ pasivedefense Active defense _

Figure 11.4. Steps in the ICS security process




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


