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Figure 1.1. Information system 

 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

 

Figure 1.2. Industrial information system 

 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

 

 

Figure 1.3. IIoT information system 

 
 
 
 

 

Figure 1.4. The minimal functions of a SCADA 

 
 
 
 
 



 
 
 
 
 
 

      

Figure 1.5. Allen Bradley – Modicon 084 

 
 
 

 

Figure 1.9. Programming languages IEC 61131/3 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

 

Figure 1.10. Safety instrumented system (SIS) 
 
 
 
 
 

 

Figure 1.11. The position of the SIS in terms of protection level 

 
 
 
 
 
 
 
 

TI

FI

M

LI
YH

XLL
XL

FI

TI

TI

Safety Instrumented 
Systems (SIS)

Basic Process Control 
System (BPCS)

Inputs Outputs Inputs Outputs

Plant emergency 
response

Physical security systems 
(relief valves; events; 

confinement, etc.)

Safety instrumented 
systems (SIS)

Alarms and 
operator 

interven�on

Process control

Automa�c control

Stop

Emergency 
stop

Preven�on 

Limi�ng effects

Normal 
behavior 



 
 
 
 
 

 

Figure 1.12. HMI on PC 

 

 

Figure 1.13. Dedicated unit for HMI 

 
 
 
 
 



 
 
 
 
 

 

Figure 1.14. IoT platform 
 
 
 

 

Figure 2.1. Typical ICS architecture 

 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2.2. (a) Purdue and (b) ISA85 models 
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Figure 2.3. IEC 62443 model 

 

Figure 2.4. Converged Plantwide Ethernet (CPwE) model 
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Figure 2.5. Model of the previous installation according to the CIM architecture 

 
 

 

Figure 2.6. IIoT architecture 

 
 
 
 
 
 



 
 
 
 
 
 
 
 

 

Figure 2.7. Classic network topologies 
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Figure 2.8. Mixed network topology (IIoT) 

 
 
 
 

 

Figure 2.9. OSI models and TCP/IP stack 
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Figure 2.10. Different wireless communication solutions 

 

 

Figure 2.11. IIoT protocols and OSI model 
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Figure 2.12. Data packages 

 
 

 

Figure 2.17. Modbus frame 

 
 
 

 
Figure 2.19. CAN frame 
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Figure 3.1. Security needs of IS and ICS 

 
 
 

 

Figure 3.2. The different layers of IT security 
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Figure 3.3. Swiss cheese adapted to IT security 

 
 
 
 
 

 
Figure 3.7. Different types of impacts 
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Figure 3.8. Risk matrix or heat map 

 
 
 

  

Figure 3.10. Defense in depth 
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Figure 3.11. Continuous improvement PDCA and ISO 27001:2013 

 
 
 
 
 

 

Figure 4.1. Vector of attack and vulnerability 
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Figure 4.2. Primary and secondary attacks 

 
 
 

 

Figure 4.3. DDoS attack by a botnet 
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Figure 4.5. Attack by buffer overflow 

 
 
 

 

Figure 4.7. MitM attack 
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Figure 4.9. Sectors affected by attacks 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

 

Figure 5.3. Attack surface of an ICS 
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Figure 5.6. Answer to CSET questions screen 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 

 

Figure 5.7. Example of OpenVAS analysis 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 

 

Figure 6.4. Structure of the NIST framework 
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Figure 6.5. Structure of the NIST Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

 

Figure 6.6. Gradual approach 

 
 
 

 
Figure 6.8. Matrix to determine exposure level and class 
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Figure 7.4. Structure of the IEC 62443 (7/2018) standard 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 

 

Figure 7.7. Security levels 
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Figure 7.9. Example of division into zones and conduits 

 
 
 
 
 



 
 
 

 

Figure 7.10. Maturity levels 

 
 
 
 

 

Figure 7.12. Component and system level documents 
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Figure 7.13. Determination of SL-T from the risk matrix 

 

 

Figure 7.14. Determination of SL-T with CRRF 
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Figure 8.12. Independent Protection Levels (IPL)  

 
 
 
 
 
 
 
 



 
 
 
 
 
 

 

Figure 8.13. IPL and risk management 

 
 
 
 

 

Figure 9.4. Steps of the EBIOS method 
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Figure 9.5. Risk matrix 

 
 
 

 
Figure 9.6. Example of an EBIOS analysis table 
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Figure 9.9. Classic risk matrix (top) and scope 

 
 
 
 

 

Figure 10.1. Example of physical mapping 
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Figure 10.2. Example of logical mapping 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

 

Figure 10.3. Grassmarlin screenshot 

 
 
 

 

Figure 10.4. Architecture with a DMZ 

 
 
 
 
 



 
 
 
 
 
 

 

Figure 10.5. Example of division into zones and conduits 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 10.6. Principle of a data diode 
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Figure 10.7. Example of an architecture with data diode,  
firewall and industrial firewall 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 
 
 

 

Figure 10.8. NIDS 
 

 
 
 
 

 

Figure 10.9. HIDS 

 
 
 
 
 
 
 
 



 
 

 

Figure 10.10. Structure of an IDS 

 

 

Figure 10.11. Structure of an industrial IDS 

 
 
 
 
 
 



 
 
 

 

Figure 10.12. SIEM screen 
 
 
 
 
 

 

Figure 10.13. SoC with security element 

 
 
 
 
 
 



 
 
 
 
 
 
 
 

 

Figure 11.1. Structure of the NIST framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

 

Figure 11.2. Defense in depth 

 
 
 
 

 

Figure 11.3. Different levels of countermeasures 
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Figure 11.4. Steps in the ICS security process 
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